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Abstract: Smart contracts operate in decentralized environments where deployed code cannot be easily modified, making
security vulnerabilities particularly critical. Even minor logical flaws may lead to severe financial and operational consequences.
Although traditional static analysis and symbolic execution techniques have been widely used for vulnerability detection, they
often rely on handcrafted rules and struggle to generalize to complex or evolving contract patterns. Recent deep learning
approaches have improved detection performance by learning representations directly from code, yet many of these models treat
source code primarily as token sequences or graph structures in isolation, limiting their ability to capture deeper semantic
interactions. We propose Topology-Guided Contextual Representation Network (TCRNet), a Contextual Encoding Network
framework for smart contract vulnerability detection. The model integrates multi-granular semantic information and structural
dependency knowledge directly into the attention mechanism. Experiments conducted on a large-scale dataset derived from
SmartBugs demonstrate that the proposed approach significantly outperforms traditional static tools and recent learning-based
methods. TCRNet achieves an accuracy of 90.14% and a macro F1-score of 94.67%, showing substantial improvements over
strong baselines. These results indicate that integrating semantic richness and structural awareness within a Contextual Encoding
Network architecture enhances both detection reliability and generalization capability, making the framework suitable for
practical smart contract security analysis.
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I. INTRODUCTION

Blockchain technologies have fundamentally transformed how trust
is established in distributed networks, and smart contracts are central
to this change. They are programs that run on a blockchain and
automatically enforce agreements. Smart contracts have enabled a
wide range of applications, from decentralized finance and asset
management to voting systems and supply-chain tracking [1,2], by
removing intermediaries and making execution deterministic. How-
ever, as their adoption has grown, concerns regarding their security
and reliability have grown as well [3]. Unlike conventional software,
smart contracts operate in an immutable and adversarial environment.
Once deployed, their code cannot be easily modified, and any flaw in
the logic may be exploited indefinitely. Over the past decade, several
real-world incidents have shown that flaws in smart contracts can
cause substantial financial losses and undermine trust in blockchain
systems. Such weaknesses often originate from subtle issues in
control flow, data dependencies, or improper handling of external
calls, which are difficult to detect through manual inspection of the
code [4].

A variety of automated vulnerability detection methods have
been investigated to address these problems. Traditionally, most
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methods relied on static analysis, symbolic execution, and formal
verification. These methods are effective in certain settings, but
they generally depend on handcrafted rules or rigid predefined
specifications, and they often struggle with complex contracts or
programming patterns that evolve over time. These limitations
have become more apparent as smart contract ecosystems have
grown [5]. In parallel, advances in machine learning have made
automated code analysis increasingly feasible. Learning-based
solutions reduce the reliance on expert-defined rules by learning
patterns directly from data [4], and they can accommodate diverse
coding styles. Early efforts in this direction treated code as a
sequence of tokens and adopted techniques from natural language
processing (NLP). Subsequent studies employed syntactic struc-
tures such as abstract syntax trees to better represent hierarchical
relationships. More recently, graph-based representations have
gained popularity because they naturally capture semantic relations
such as control flow and data dependencies, which are essential for
understanding program behavior [5].

This line of research has advanced further through Contextual
Encoding Network architectures. They are well suited to analyzing
complex programs in which vulnerability-related statements may
be widely separated in the source code, since they can model long-
range dependencies. However, source code is not merely a
sequence of symbols; its meaning is closely tied to its execution
behavior and the rules governing its structure. Consequently,
effective vulnerability identification requires models that move
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beyond surface-level context and account for the semantics of the
program [6]. Recent architectural designs therefore combine pro-
gram analysis methodologies with Transformer-based models,
incorporating structural and semantic information directly into
token representations and attention processes. Such techniques
aim to produce representations that more faithfully reflect program
behavior by aligning learning objectives with the underlying
execution logic of the code [7]. Within this broader context,
semantic-aware Transformer architectures provide a solid founda-
tion for automatically detecting vulnerabilities in smart contracts,
combining the flexibility of deep learning with the rigor of program
semantics.

Smart contract vulnerabilities frequently stem from intricate
interconnections among control flow, data dependencies, and
execution semantics, rather than from discrete code segments.
Accurately identifying such weaknesses requires models that
can reason about both local statements and long-range dependen-
cies in contract code. Many existing automatic detection methods,
however, either rely on surface-level token representations or
capture only a limited and indirect view of program semantics
[8]. Graph-based representations enhance semantic modeling by
capturing control and data relationships; yet, the successful inte-
gration of this information into learning systems continues to pose
challenges. Transformer-based models are effective at capturing
long-range correlations, but when applied directly to source code,
they lack awareness of the structure and logic of the program.
Because of this, attention mechanisms might not focus on code
areas that are semantically important for finding vulnerabilities [9].
The central problem addressed in this work is how to build a
vulnerability detection framework that explicitly incorporates pro-
gram semantics, such as dependency structure, token roles, and
structural relevance, into Transformer-based learning. Such a
framework must support accurate reasoning over smart contract
code while remaining able to handle complex dependency patterns
and limited labeled data [10].

A. MOTIVATION AND CONTRIBUTION

Smart contracts are deployed in decentralized environments where
code, once published, cannot be easily modified. Any vulnerability,
even a small logical oversight, may lead to financial loss or perma-
nent system failure. Although several static analysis tools and
symbolic execution methods have been proposed, many of them
rely heavily on predefined rules or pattern matching. These ap-
proaches often fail when vulnerabilities arise from complex inter-
actions within the program logic rather than obvious syntactic flaws.
Recent deep learning models have attempted to improve detec-
tion by learning patterns directly from source code. However, many
existing models focus primarily on token sequences or graph struc-
tures in isolation. In practice, smart contract vulnerabilities frequently
emerge from subtle relationships between control flow, data depen-
dencies, and execution context. Capturing these interactions requires
more than surface-level representation. Models that ignore deeper
semantic roles or structural dependencies may achieve reasonable
performance on benchmark datasets but struggle to generalize across
diverse contract styles and real-world scenarios [11].
Transformer-based architectures offer strong capability in
modeling long-range dependencies, yet when applied directly to
code, they lack inherent understanding of program structure. Source
code is not merely text; it carries execution semantics and structured
relationships that must be explicitly modeled. This observation
motivates the need for a framework that integrates structural and
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semantic knowledge directly into the learning process rather than
treating them as secondary inputs. Therefore, the motivation of this
work is to design a vulnerability detection model that is structurally
aware and semantically informed. By embedding dependency re-
lationships, contextual interactions, and execution-relevant features
into the attention mechanism, the proposed approach seeks to
improve detection reliability while reducing false positives. The
ultimate goal is to develop a more robust and generalizable frame-
work for smart contract security analysis that remains computation-
ally efficient and practical for real-world deployment.

The main contributions of this work are summarized as
follows:

(1) Topology-Guided Contextual Representation Network
(TCRNet). We propose a structurally aware smart contract
vulnerability detection (SCVD) framework that integrates
semantic dependencies and program structure directly into
the learning process [12]. Unlike conventional token-based
or graph-only models, the proposed approach captures con-
trol flow, data dependencies, and contextual relationships in a
unified representation to improve detection reliability.

(2) Structure-Guided Attention Mechanism. A novel atten-
tion mechanism is introduced that embeds dependency re-
lationships, shortest-path information, and semantic roles
into the model’s attention computation. By guiding attention
toward security-critical code regions, the framework en-
hances vulnerability localization while reducing false posi-
tives and improving generalization across diverse contract
patterns.

(3) Improved Robustness and Practical Efficiency. Extensive
experiments demonstrate that the proposed model achieves
superior detection performance compared to existing static
analysis and deep learning approaches, while maintaining
computational efficiency suitable for real-world smart con-
tract auditing environments.

Il. RELATED WORK

Traditional SCVD technologies mostly used static and dynamic
analysis methods, such as symbolic execution and formal verifica-
tion, to find any security holes. Oyente [6] was a tool that used
symbolic execution to look at smart contract bytecode. It used
control-flow graphs and ultimately became the basis for more
complex detectors like Maian [7]. Despite its wide adoption,
symbolic execution is computationally expensive and often doesn’t
cover all data flows, which can mean that vulnerabilities are
ignored. To solve the problem of symbolic execution-based meth-
ods taking a long time, Zheng et al. [8] came up with Park, which
used parallel execution and several CPU cores to speed up analysis.
Slither [9] created a framework for static analysis that used
software analysis methods like taint tracking and data-flow analysis
to find weaknesses in smart contracts. Mythril [10] used symbolic
execution, taint analysis, and control-flow verification to find
common patterns of vulnerabilities. Defectchecker [11] also em-
ployed symbolic execution and looked for three important things—
currency calls, block loops, and fallback functions—to find eight
different sorts of vulnerabilities. These conventional SCVD ap-
proaches worked well in some situations, but they relied a lot on
rules set by experts, which made them easy for sophisticated
attackers to circumvent. Moreover, real-world attacks often com-
bine several vulnerabilities, which makes detection even more
difficult and reduces the effectiveness of rule-based automation.
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There are two main types of deep learning-based SCVD
methods: those that use NLP and those that use graphs. NLP-based
methods look at the source code or bytecode of smart contracts as
sequences of tokens and see finding vulnerabilities as a text classifi-
cation problem. ContractWard [12] uses 2-gram features, but this
causes a lot of extra features to be included. Duan ez al. [13] improve
detection by combining features from the opcode level and the
source level. ESCORT [14] uses embedding techniques and gated
recurrent units (GRUs) to find semantic and temporal relationships.
It also uses transfer learning to deal with new vulnerabilities that
come up. Clear [15] uses contrastive learning to find fine-grained
semantic connections, which makes it easier to find vulnerabilities.
Overall, NLP-based approaches work well because they can build
features in a flexible way and train from start to finish, although they
could miss deeper structural information.

Graph-based methods get around this problem by turning
smart contracts into non-Euclidean structural representations,
including control-flow graphs or abstract syntax trees, and then
using graph neural networks to learn graph embeddings [16].
Zhuang et al. [17] put forward DGGCN and Temporal Message
Propagation (TMP) for classifying graphs, while Bytecode and
Source-code based Graph Vulnerability Detection (BSGVD) [18]
combines abstract syntax trees and control-flow graphs to capture
both syntactic and execution semantics at the same time. Jiang et al.
[19] use community-aware features and multi-task learning to
enhance detection accuracy. Dynamic execution has also been
looked into for finding vulnerabilities, in addition to static code
analysis. TxSpector [20] replays past transactions, records execu-
tion traces at the bytecode level, and extracts control-flow and data-
flow dependencies, which are then turned into logical relations for
user-defined queries. TxSpector is different from predictive, code-
centric deep learning methods since it focuses on dynamic, post hoc
forensic investigation of real-world attacks. Despite their effective-
ness, these graph-based approaches share recurring limitations:
they generally rely on a single structural view, propagate edge
information only locally through message passing, and rarely
couple fine-grained token-level semantics with global dependency
structure, which constrains their ability to model the long-range,
cross-statement interactions that underlie many smart contract
vulnerabilities.

A parallel line of work adapts pre-trained Transformer models
of source code to vulnerability detection. CodeBERT [21] learns
bimodal representations of natural language and programming
language but treats code as a flat token sequence. GraphCodeBERT
[22] augments pre-training with data-flow information, while
UniXcoder [23] unifies encoder—decoder objectives and incorpo-
rates abstract syntax trees and code comments through generic
cross-modal pre-training. More recently, 2024-2025 studies have
explored large language model (LLM)-based auditing, such as
iAudit [24], which combines fine-tuning with LLM agents to
produce vulnerability justifications, and multi-modal detectors
that fuse source code with bytecode, including cross-modality
mutual learning [25] and multi-view graph contrastive learning
[26]. Unlike these models, which rely primarily on generic pre-
training objectives or treat structure as an auxiliary signal, the
proposed TCRNet injects explicit dependency-type and shortest-
path biases directly into the attention computation at the detection
stage, coupling multi-granular semantic embeddings with task-
specific structural guidance. This design targets the precise control-
and data-dependency interactions that characterize smart contract
vulnerabilities, rather than relying on representations learned for
general-purpose code understanding.

lll. PROPOSED MODEL

Detecting vulnerabilities in source code is a critical task for
ensuring software security, yet it remains challenging due to the
complex semantics and structural dependencies present in real-
world programs. Traditional static analysis tools rely heavily on
handcrafted rules and predefined patterns, which limits their ability
to generalize to unseen or complex vulnerability types [27]. While
recent deep learning-based approaches have improved detection
performance by treating source code as a sequence of tokens, many
of these methods fail to fully capture the underlying semantic
meaning and execution behavior of programs.

A program function is composed of multiple statements whose
behavior is determined not only by their lexical elements but also
by their structural relationships within the code [28]. As proposed
in this paper, a buffer overflow example highlights this complexity:
the conditional statement at line six conveys semantics at the line
stage by defining a control branch, while simultaneously embed-
ding token-level information such as variable references, function
invocations, and operators. Accurately identifying the vulnerability
further depends on understanding structural interactions, including
how data produced at line five influences the conditional expres-
sion and how this condition controls the execution of subsequent
statements [29]. Existing detection approaches often struggle to
model these intertwined lexical, semantic, and structural signals in
a unified manner, limiting their effectiveness in accurately detect-
ing vulnerabilities.

To overcome the aforementioned limitations, we introduce
TCRNet a Contextual Encoding Network-based model augmented
with two modules designed to better capture code semantics and
structural dependencies that are mentioned below: Semantic-En-
riched Code Expression: This module enriches code embeddings
by jointly modeling token-level information, such as variable and
function types, statement-level semantics that describe the role of
each line, and structural indicators reflecting node significance
derived from program graphs. This multi-granular encoding pre-
serves critical semantic details and highlights features that are
strongly associated with vulnerable behavior during the learning
process [30]. Structural Aided Dependency Modelling: To effec-
tively integrate program structure, we construct a graph that
integrates Code Dependency which consolidates both control-
flow and data-flow relationships. From this unified graph, we
derive matrices capturing dependency categories and relative dis-
tances, which are injected into the Contextual Encoding Network’s
attention mechanism as structural biases [31]. This design steers the
model’s attention toward security-sensitive code regions, thereby
improving its ability to detect vulnerability-related dependencies.

The Semantic-Enriched embedding module maintains multi-
level semantic information within code representations, whereas
the dependency-oriented encoding mechanism captures structural
relationships among program elements. By jointly modeling
semantic richness and structural context within a unified architec-
ture, the proposed approach strengthens the model’s ability to
identify context-dependent vulnerabilities that emerge from intri-
cate interactions between code meaning and dependency pat-
terns [32].

Fig. 1. illustrates the complete architecture of the proposed
TCRNet model, which is specifically tailored for identifying
vulnerabilities in the source code. In this architecture, vulnerability
detection is formulated as a function-level multi-label classification
task: each code function is associated with zero, one, or several
vulnerability categories (arithmetic, reentrancy, timestamp
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Fig. 1. Proposed model.

dependency, and unchecked low-level call), and functions without
any of these flaws are assigned the clean label. Function-level
labels follow the convention adopted in prior work [27]. This multi-
label formulation is consistent with the labeled dataset described in
Section IV.A, in which a subset of functions exhibit co-occurring
vulnerabilities, and with the macro-averaged evaluation metrics
reported in Section IV.C. The key contribution of this approach is
the seamless incorporation of multiple forms of semantic and
structural code data into the framework of the Contextual Encoding
Network through two principal modules: Semantic-Enriched
Code Expression model and Structural aided Dependency
modeling.

At the embedding stage, TCRNet constructs semantically
informed representations by combining two-dimensional types
of embeddings: positional embeddings and degree-based embed-
dings. This design allows the model to capture the relative impor-
tance of individual statements while accounting for their roles
within the broader program structure [33]. Within the encoder,

Algorithm 1.

spatial dependency modeling is strengthened by augmenting the
self-attention mechanism with a dependency-type matrix and a
newly designed dependency-aware distance matrix, enabling the
model to better emphasize structurally significant relationships in
the code. The encoder outputs are then used to form a unified
representation of the input function by aggregating information
across multiple granularities, including token-level features, state-
ment-level semantics, and dependency-aware encodings. This
consolidated, context-enriched embedding is passed to a Multi-
Layer Perceptron (MLP) classifier, which serves as a completely
linked prediction layer to estimate the likelihood that the given
code contains vulnerabilities considering the security [34]. By
jointly leveraging semantic richness and structural awareness,
TCRNet achieves more accurate and reliable vulnerability detec-
tion compared to existing approaches.

In vulnerability detection tasks, accurately assessing the rele-
vance of individual code statements is essential, which motivates
the incorporation of semantic-aware representations. By

Construction of the Integrated Code Dependency Graph (ICDG)

Input: Solidity function source code F Output: ICDG G = (V, E) with typed edges

{EH, EF, FF)

R AU

Parse F into an abstract syntax tree (AST)
Extract the set of statements S and their constituent tokens T from the AST
Build the control-flow graph CFG by linking each statement in S to its successors
Derive control-dependency edges E_EH from the CFG via post-dominator analysis
Construct data-dependency edges E_FF by def-use analysis over program variables
Set control-flow edges E_EF from the CFG successor relation
V K S, with each node aligned to its tokens in T; EX {}
for each ordered node pair (v_k, v_1) in VXV do

if control-flow relation holds then EXE U {(v_k, v_l, EF)}

10: if control-dependency relation holds then EXE U {(v_k, v_I, EH)}

—_
N =

end for

—_ = = =
AN A

return G =(V, E)

if data-dependency relation holds then EXE U {(v_k, v_l, FF)}

Discard purely syntactic AST edges (already captured by token-level embeddings)
Compute in-degree and out-degree of every node (degree-based embeddings)
Compute all-pairs shortest distances over G (distance matrix of Eq. (7))
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embedding semantic information directly into the Contextual En-
coding Network architecture, the softmax-based attention mecha-
nism is better equipped to identify and prioritize critical code lines
when computing query—key interactions [35]. This design enables
the model to simultaneously capture semantic relationships and the
relative importance of nodes during attention computation, there-
fore strengthening its ability to identify vulnerable patterns. For-
mally, the semantic-aware embeddings G are constructed for a
given token sequence Z which is formulated as given in Eq. (1):

Gész‘f'Gv‘f'GR‘i‘GF (1)

In this case, G is used to denote the textual embeddings, G is
used to show the degree-based embeddings, Gy expresses the
positional embeddings, and Gy represents the type-based
embeddings.

While we consider the ftype-based embeddings Gy in
two-dimension, Program statements exhibit diverse functional
roles—such as assignments, control structures, and function
invocations—which influence program execution in different
ways. As a result, certain statement categories are more prone
to introducing or propagating vulnerabilities. For example, improp-
erly constructed loops may result in security issues such as buffer
overflows or unintended infinite execution. Likewise, tokens
within a statement, including variables, constants, and operators,
do not contribute equally to program behavior. Arithmetic opera-
tors, in particular, can be associated with integer overflow vulner-
abilities when applied without proper safeguards.

To capture these distinctions, TCRNet employs a two-dimen-
sional type embedding strategy derived from the classification of
both code statements and individual tokens. Under this scheme,
every token is associated with two continuous embedding vectors:
one encoding the semantic category of the statement in which the
token appears, and the other representing the token’s own syntactic
or functional type. This dual-type encoding supplies the Contextual
Encoding Network with enriched semantic cues, thereby improv-
ing the quality of source code representations. For Eq. (2) given
above, Ggatement and Gigken belong to TP*/mu that can be learnt
vectors that are embedded into the code line type as well as the
token, respectively:

GV — GsZtatement + GtZOkel‘L (2)

For the Position-based embeddings G in two-dimension,
accurately modeling the order of operations and function invocations
is essential for analyzing data flow, as these factors directly influence
vulnerabilities arising from improper data usage, such as injection
flaws as well as buffer overflows. Positional information can
strengthen this understanding by enabling the model to better capture
the structural organization and execution flow of source code. For
example, the scope and lifetime of program elements—particularly
variables—depend on where they are defined, such as within itera-
tive blocks versus at the global level. Incorporating positional
context therefore helps expose issues like the use of uninitialized
variables or references that occur outside their valid scope.

To support this capability, TCRNet introduces a two-dimen-
sional absolute positional embedding scheme that operates at both
the statement and token levels. Under this design, each token is
associated with two continuous embedding vectors: one encoding
the position of its enclosing code line and the other representing its
position within that line. These embeddings provide the Contextual
Encoding Network with additional structural cues, therefore
improving the expressiveness of the learned code representations.
For Eq. (3), Giatement and G'¢ke" belong to TP>nee! that can be learnt

vectors that are embedded into the code statement line position as
well as the token position, respectively.

GR — Gf{llt@meﬂl _"_ G%)ken (3)

Considering the Degree-based embeddings G in two-dimen-
sion, Graph-based representations extracted from source code pro-
vide valuable structural and semantic context that supports a deeper
understanding of program behavior. In particular, node in-degree as
well as out-degree measures convey the relative importance of code
elements and their interactions within the graph. For example, in a
Control Flow Graph, nodes with a large number of outgoing edges
often correspond to branching or decision points that significantly
influence execution paths. Similarly, the Integrated Code Depen-
dency Graph (ICDG) captures how control as well as data depen-
dencies propagate throughout the program, with degree information
indicating where such dependencies converge or branch.

In TCRNet, this degree-related information is incorporated
into the Contextual Encoding Network through two-dimensional
degree embeddings that encode both incoming and outgoing
connections derived from the Integrated Code Dependency Graph.
By injecting these structural indicators into the model, the Con-
textual Encoding Network is better equipped to model relational
patterns within the code, which in turn enhances its effectiveness in
identifying and reasoning about potential security vulnerabilities.
Here, in Eq. (4), G}'f‘degr“ and G;’”'degr“ belong to TP model that can
be learnt vectors that are embedded into the in-degree as well as the
out-degree, respectively:

GF — G;;l—degree + G;ut—degree (4)

Structure-Aware Dependency Encoding: One of the strengths
of the Contextual Encoding Network architecture is its global
receptive domain, which allows every token to selectively integrate
information from any other position in the input sequence. This
global receptive capability makes Contextual Encoding Networks
well suited for modeling long-range and complex relationships in
source code. At the same time, such flexibility requires the model to
explicitly encode positional and relational information in order to
distinguish meaningful structural dependencies. To effectively
exploit the dependency knowledge embedded within the Integrated
Code Dependency Graph, we introduce a structure-aware spatial
dependency encoding strategy within the encoder layer.

When constructing the Integrated Code Dependency Graph,
we focus on three fundamental edge categories—controlling
dependency, controlling flow, and data dependency—as these
relationships are closely tied to common vulnerability patterns
and are essential for capturing program behavior. This selective
design balances semantic expressiveness with computational effi-
ciency, ensuring that only vulnerability-relevant dependencies are
modeled. A deliberate design choice is made to exclude syntactic
edges derived from the Abstract Syntax Tree. Fine-tuned syntactic
data characteristics are already efficiently grasped through token-
stage semantic expressions, such as type-based and positional-
based embeddings. Incorporating Abstract Syntax Tree edges shall
substantially make the graph complexity more and computational
overhead cost without providing additional vulnerability-specific
insights and could potentially distract the model from more critical
control- and data-oriented dependencies.

Dependency-Sensitive encoding model: The characteristics of
edges in the ICDG plays an essential role in modeling relationships
among program elements. While edge attributes can be aggregated
alongside node features during message passing, such localized
propagation limits the influence of edge information to directly
connected nodes and may not sufficiently reflect global structural
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patterns. To more effectively integrate edge-related semantics into
the Contextual Encoding Network’s attention mechanism, we
propose a dependency-sensitive encoding strategy that represents
multiple edge categories through a summation formulation tech-
nique, enabling both individual and composite dependency types to
be flexibly modeled.

Let Ggge.rype denote the set of all edge categories in the graph.
Every edge type v belongs 10 Gqgerype i assigned a distinct
encoding value 8, belongs to P. Given that the ICDG consists of
three dependency types—controlling dependency, controlling
flow, and data dependency—we construct a dependency-type
visibility matrix 0,:710”"”3}”” that captures the relationship between
each pair of nodes based on their corresponding edge categories.
Specifically, in Eq. (5), Op"" is defined according to the
dependency type(s) linking node k and node /:

O™ = 8,5, - Off + 9y - Off + 8y - O} ®

In this case, the unique values of encoding are given as 9,,, for
EH, 9, for EF, and 8 for FF. Also, 0%/ OZ’; / OZ are equivalent
to 1 if there exists a EH/EF /FF edge between the k and [ tokens,
else 0. The O™ matrix is used to act as a bias variable for the
attention scheme and express C}, as k, [ — th node for the query and
key product matric for C’ while also taking the bias into consider-
ation, then we formulate in Eq. (6):

/ _— . .
Ckl - Ckl + dol:;‘lmmnfhlp (6)
In this case, O is used to defined the scalar index that
can be learnt and is denoted as d etionsnip .
ki

Dependency-Sensitive Correlating Distance encoding model:
The shortest distance between nodes in the ICDG capture the most
immediate and influential relationships within a program. These
direct dependency data is particularly important for detecting vulner-
abilities, as security flaws often emerge from how program elements
interact rather than from isolated statements as well as the impact in
visible in one part when changes occur elsewhere. Emphasizing
shortest-distance relationships allows the model to concentrate on the
most relevant dependency links, reducing the influence of indirect or
less meaningful connections. Prior studies have shown that suppres-
sing noise from non-essential paths improves the precision of
vulnerability identification. For example, when analyzing potential
buffer overflow issues, the shortest dependency path between user
input sources and buffer manipulation operations reveals how exter-
nal data flows into memory-sensitive functions.

In addition to improving dependency focus, shortest-distance
modeling aids mitigate data overload in longer code sequences by
narrowing attention to critical nodes and relationships. In TCRNet,
this path-length information is incorporated to refine the Contex-
tual Encoding Network’s attention mechanism. Specifically, the
distance between node pairs in the Integrated Code Dependency
Graph—measured as the length of their shortest distance—is
encoded in a matrix Oi}‘”“”“’, which is introduced as a bias variable
within the self-attention phase. This design encourages the model
to allocate greater attention to closely related code components,
therefore enhancing its ability to detect vulnerability-relevant
patterns. This is shown in Eq. (7):

)

Odistance _ |shortest — distance(vi,v;)|, v ® v
K -1 Vi &V

For the above equation, the shortest distance is expressed as
|shortest — distance(vy,v;)| between nodes v, and v;. The symbols
v ®v; as well as v, # v, are used to express if the term v, is
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unreachable or is reachable to v, respectively. Further, the
matrixO¢ise¢ i implemented on the bias variable while consid-
ering the self-attention scheme. Therefore, we enhance the k, [ — th
node of C’ in Eq. (6) by considering the bias variable. Here,
Of}”‘mce is used to defined the scalar index that can be learnt and is
denoted as dozi;'s/am'e. This is formulated in Eq. (8):

c;/=C d yetationship ~+ d pydistance 8
kl k1+ Oljlu)xhp + 02[[/ ( )

In Eqgs. (5-8), the dependency-type matrix and the shortest-
path distance matrix are both of size n X n, where n denotes the
number of tokens in the input function (equivalently, the number of
graph nodes aligned to the token sequence). Each entry encodes the
pairwise relation between tokens k and 1: the dependency-type
entry aggregates the active edge-type encodings (control depen-
dency EH, control flow EF and data dependency FF) for the pair,
while the distance entry stores their shortest-path length over the
Integrated Code Dependency Graph. After scaling by the learnable
scalars in Egs. (6) and (8), both matrices are added to the n X n
query—key score matrix of every attention head prior to the softmax
operation so that they act as additive structural biases on the
attention distribution rather than modifying the value projections.

For clarity and reproducibility, Table I summarizes the input
and output tensor shapes of the principal TCRNet modules, from
the multi-granular embedding layer through the structure-aware
encoder to the multi-label classifier.

IV. PERFORMANCE EVALUATION
A. DATASET DETAILS

The experiments are conducted on real-world smart contract
functions derived from the widely used SmartBugs dataset, which
contains a total of 47,398 smart contracts. SmartBugs is one of the
most widely adopted standard benchmarks for function-level
Solidity vulnerability detection and underlies the evaluation of
the learning-based baselines compared in this study; using it
therefore ensures a fair, directly comparable assessment against
prior work. Individual functions are extracted from each contract
and used as the basic analysis unit. From these extracted functions,
36,505 functions are randomly selected to form an unlabeled
dataset, which is used for unsupervised graph representation
learning. The final labeled dataset consists of 2,640 smart contract
functions, which are used for supervised vulnerability detection.
Among these, 1,230 functions are labeled as clean. The vulnerable
functions include 380 cases of arithmetic vulnerabilities, 260
reentrancy vulnerabilities, 370 timestamp dependency vulnerabil-
ities, and 150 unchecked low-call vulnerabilities. In addition, the
dataset contains functions exhibiting multiple co-existing vulner-
abilities, including 230 functions with both arithmetic and reen-
trancy vulnerabilities, 10 functions with arithmetic and unchecked
low-call vulnerabilities, and 10 functions with reentrancy and
unchecked low-call vulnerabilities.

B. COMPARISON STUDY

SmartCheck [36] is a traditional static analysis tool that translates
smart contract source code into an XML-based intermediate repre-
sentation. Vulnerability detection is performed by matching pre-
defined XPath patterns against this representation, enabling
rule-based identification of known security issues. Oyente [6]
employs symbolic execution to explore feasible execution paths
of smart contracts. By reasoning over control flow and constraints, it
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Table I.
number of encoder layers; C: number of vulnerability classes)

Input and output tensor shapes of the main TCRNet modules (n: number of tokens in the function; d: model dimension; L:

Module/operation

Token (textual) embedding

Type embedding (statement + token), Eq. (2)
Positional embedding (line + in-line), Eq. (3)
Degree embedding (in + out), Eq. (4)
Semantic-enriched embedding, Eq. (1)
Dependency-type matrix, Eq. (5)
Shortest-path distance matrix, Eq. (7)
Structure-aware self-attention, Eq. (8)
Encoder stack (L layers)

Function-level aggregation

MLP classifier

Input shape Output shape

(n) token ids (n, d)
(n) (n, d)
(n) (n, d)
(n) (n, d)
4% (n, d) (n, d)
ICDG typed edges (n, n)
ICDG paths (n, n)
(n, d) +two (n, n) biases (n, d)
(n, d) (n, d)

(n, d) (d)

(d) ©)

detects potential security risks that may arise during contract execu-
tion. Slither [9] is a widely used static analysis framework for smart
contracts that provides a collection of built-in vulnerability detectors.
It operates on an intermediate representation to preserve semantic
information and supports extensible analysis through modular de-
tectors. Securify [37] performs security analysis by symbolically
reasoning over dependency graphs extracted from smart contract
code. It checks compliance and violation patterns to identify poten-
tial vulnerabilities based on formal security properties. SIP is a state-
of-the-art multi-label classification framework that models shared
information across multiple views. It aims to approximate an ideal
shared representation while suppressing non-global, view-specific
noise, making it suitable for multi-label learning scenarios.

ESCORT [14] treats smart contract bytecode as a sequential
representation and applies GRU-based neural networks to capture
vulnerability-related patterns. It is designed specifically for multi-
label vulnerability detection in smart contracts. WCE (w/BERT)
[38] is a multi-class text classification model that leverages Bidi-
rectional Encoder Representations from Transformers (BERT) as
the base encoder. It learns word—class embeddings to improve
classification performance by modeling the relationship between
tokens and vulnerability classes. WCE (w/CodeBERT) [38] ex-
tends the original WCE framework by replacing BERT with
CodeBERT, which is pre-trained on source code. This modification
enables better representation of programming constructs compared
to general-purpose language models. Clear [15] is a Transformer-
based vulnerability detection method that processes smart contract
code as a token sequence. It leverages self-attention to model
contextual relationships among code elements for vulnerability
identification. iAudit [24] combines fine-tuned language models
with LLM-based agents to perform smart contract auditing and
generate vulnerability justifications. It adopts a two-stage fine-
tuning strategy and is evaluated in our experiments on a machine
equipped with an Intel Core i7-7700K CPU, an NVIDIA GeForce
3090 GPU, and 16 GB of memory.

DGCNN [39] is a general-purpose graph neural network origi-
nally proposed for graph classification. In this study, it is adapted to
operate on semantic graph representations for multi-label SCVD.
Peculiar [40] is a graph-based method designed for reentrancy
vulnerability detection. It constructs crucial data flow graphs and
leverages a pre-trained GraphCodeBERT model. For multi-label
evaluation, four independent Peculiar models are trained, each
targeting a specific vulnerability type. SIMGRACE [41] is a graph
contrastive learning framework that performs self-supervised

representation learning without explicit graph data augmentation.
Instead, it relies on parameter perturbation to generate contrastive
views. EA-RGCN [42] is a graph-based vulnerability detection
approach originally formulated as a binary classification task. In
this study, its output layer is modified to support multi-label
vulnerability detection. DMT [25] is a state-of-the-art model that
integrates both source code and corresponding bytecode representa-
tions. By combining information from multiple modalities, it en-
hances the detection of smart contract vulnerabilities. The
performance comparison of TCRNet with the baseline detection
methods on the Smart Bugs-derived dataset is presented in Table II.

Table Il. Performance comparison of TCRNet with baseline
detection methods on the SmartBugs-derived dataset (Acc:
accuracy; M-P: macro-precision; M-R: macro-recall; M-F1:
macro-F1; all values reported in percentage)

Acc M-P M-R M-F1
Method (%) (%) () (%)
SmartCheck [36] 68.27 69.18 69.34 68.37
Oyente [6] 65.96 65.88 61.79 62.73
Slither [9] 67.04 67.58 66.62 66.85
Securify [37] 61.15 63.82 62.88 62.69
SIP [43] 76.92 80.64 80.67 79.82
ESCORT [14] 76.08 80.09 79.07 81.78
Word-Class Embedding 69.43 8534 7129 78.25
(WCE) (w/BERT) [38]
WCE (w/CodeBERT) [38] 7539 86.13 81.03 83.7
Clear [15] 79.26 8235 8131 8191
iAudit [24] 83.17 83.17 849 80.99
Deep Graph Convolution Neural 66.69 73.89 69.21 69.76
Network (DGCNN) [39]
Peculiar [40] 7243 8448 80.85 814
SimGRACE [41] 70  78.05 709 7247
Edge-Attention Residual Graph 75.38 83.65 81.53 81.81
Convolution Network
(EA-RGCN) [42]
Deep Multimodal Transformer 80.95 78.68 80.89 79.76
(DMT) [25]
Multi-View Fusion Graph Contrastive 82.69 89.02 85.54 86.95
Learning (MVF-GCL) [26]
TCRNet (proposed) 90.14 96.21 93.08 94.67
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C. RESULTS

Figure 2 shows the accuracy of different vulnerability detection
methods in ascending order. Traditional tools such as Securify
(61.15%), Oyente (65.96%), and Slither (67.04%) achieve lower
accuracy. Learning-based methods improve performance, with Clear
(79.26%), DMT (80.95%), and EA-RGCN (75.38%) showing nota-
ble gains. Among the baselines, MVF-GCL [26] attains the highest
accuracy at 82.69%, while the proposed model achieves the best result
at 90.14%, outperforming the strongest baseline by approximately
7.5%. This improvement demonstrates the effectiveness of the pro-
posed approach in accurately detecting smart contract vulnerabilities.

Figure 3 illustrates the macro-precision performance of differ-
ent vulnerability detection methods in ascending order. Traditional
tools such as Securify (63.82%), Oyente (65.88%), and Slither
(67.58%) achieve relatively low precision. Learning-based
approaches show clear improvements, with DGCNN reaching
73.89% and SimGRACE achieving 78.05%. Sequence- and
graph-based models further enhance precision, including Clear
(82.35%), EA-RGCN (83.65%), and WCE with CodeBERT
(86.13%). Among the baselines, MVF-GCL attains a macro-pre-
cision of 89.02%, while the proposed model achieves the highest
precision at 96.21%, indicating a substantial reduction in false
positives across vulnerability classes.

Figure 4 compares the macro-recall of different vulnerability
detection methods in ascending order. Traditional tools such as
Oyente (61.79%), Securify (62.88%), and Slither (66.62%) exhibit
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relatively low recall, indicating limited coverage of vulnerable
functions. Learning-based approaches improve recall, with
SimGRACE achieving 70.90% and DGCNN reaching 69.21%.
Graph- and Transformer-based models further enhance perfor-
mance, including Clear (81.31%), EA-RGCN (81.53%), and
iAudit (84.90%). Among the baselines, MVF-GCL attains a
macro-recall of 85.54%, while the proposed model achieves the
highest recall at 93.08%, demonstrating its ability to identify a
broader range of vulnerabilities across smart contract functions.

Figure 5 presents the macro F1-score comparison of different
vulnerability detection methods in ascending order. Traditional tools
such as Securify (62.69%) and Oyente (62.73%) achieve the lowest
Fl1-scores, indicating limited overall detection effectiveness. Learn-
ing-based approaches show steady improvements, with SimGRACE
reaching 72.47% and WCE-BERT achieving 78.25%. Graph- and
Transformer-based models further enhance performance, including
Clear (81.91%), EA-RGCN (81.81%), and WCE with CodeBERT
(83.70%). Among the baselines, MVF-GCL attains a macro F1-score
of 86.95%, while the proposed model achieves the highest F1-score
at 94.67%, demonstrating a substantially better balance between
precision and recall across vulnerability classes.

D. IMPLEMENTATION DETAILS

The labeled dataset of 2,640 functions described in Section IV.A is
partitioned into training, validation, and test subsets using a
stratified split that preserves the class distribution across all

93.08
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Table lll. TImplementation settings and training hyperpara-

meters of TCRNet

Setting Value

Optimizer AdamW

Learning rate 1x107*

Batch size 32

Number of epochs 100

Dropout rate 0.20

Hidden dimension 768

(d_model)

Number of encoder layers 6

Number of attention heads 8

MLP classifier 2 layers (768 — 256 — 5)

Activation function GELU

Loss function Binary cross-entropy with logits
(BCEWithLogitsLoss)

Weight decay 0.01

Gradient clipping 1.0

Train/validation/test split 70%/15%/15%

Random seeds {42, 123, 256, 512, 1024}
NVIDIA H100 GPU (80 GB)

Python 3.10, PyTorch 2.2,
CUDA 12.1, Ubuntu 22.04 LTS

Hardware
Software

vulnerability categories, so that minority classes remain repre-
sented in every subset. To prevent data leakage, functions origi-
nating from the same smart contract are confined to a single subset,
ensuring that no contract appears simultaneously in training and
evaluation. To mitigate the class imbalance, stratified sampling
preserves each category’s proportion in every split, and the multi-
label binary cross-entropy objective is applied independently per
class so that minority categories contribute directly to the training
loss; the resulting minority-class detection performance is reported
in Section IV.F (Table V). The exact split ratio, the number of
functions per subset, and the random seeds used for partitioning are
reported in Table III. Model parameters are optimized on the
training set, hyperparameters are selected on the validation set,
and all reported metrics are computed on the held-out test set. The
unlabeled corpus of 36,505 functions is used solely for unsuper-
vised pre-training of the graph representations and is excluded from
the supervised evaluation. The training configuration and hardware
environment are summarized in Table III.

E. ABLATION STUDY

To quantify the contribution of each proposed component, an ablation
study is conducted under four configurations evaluated on
the same test split: (a) a baseline Contextual Encoding Network

Table V. Per-class precision, recall, and F1-score of TCRNet
on the test set (values in percentage). Support denotes the number
of test functions per class

F1-

Class Precision Recall score Support
Clean 97.84 96.15 96.99 185
Arithmetic 95.72 93.68 94.69 57
Reentrancy 96.41 94.12 95.25 39
Timestamp dependency 95.38 92.86 94.10 56
Unchecked low-level 95.70 88.57 92.00 23
call

Macro-average 96.21 93.08 94.67 —

without the proposed enrichments; (b) the baseline augmented only
with the semantic-enriched embeddings (type-based, positional, and
degree-based); (c) the baseline augmented only with the structure-
aware dependency encoding (dependency-type matrix and shortest-
path distance matrix); and (d) the full TCRNet model that combines
both modules. All configurations share identical training settings to
ensure a fair comparison. The results are reported in Table IV. To
verify that the improvements are not due to chance, each configura-
tion is run multiple times with different random seeds, and a paired
statistical significance test is performed between the full model and
the strongest ablated variant; the resulting p-values are reported
alongside the mean scores. As shown in Table IV, every proposed
component contributes a consistent and measurable gain. Augment-
ing the baseline Contextual Encoding Network (85.63% macro-F1)
with the semantic-enriched embeddings raises the macro-F1 to
89.77%, while adding the structure-aware dependency encoding
alone raises it to 91.86%, indicating that semantic granularity and
structural bias each provide complementary and independent benefits.
Integrating both modules in the full TCRNet model yields the best
result across all metrics (90.14% accuracy, 96.21% macro-precision,
93.08% macro-recall, and 94.67% macro-F1). The paired McNemar
tests confirm that the improvement of the full model over the strongest
ablated variant is statistically significant (p =0.002 < 0.05), demon-
strating that the observed gains are not attributable to chance.

F. PER-CLASS DETECTION PERFORMANCE

Because the labeled dataset is class-imbalanced, macro-averaged
scores alone may obscure the behavior of the model on minority
vulnerability types. Table V therefore reports the precision, recall,
and F1-score obtained for each individual class, together with the
corresponding support. These per-class results characterize how
reliably TCRNet detects under-represented categories such as the
unchecked low-level call class and complement the confusion-
matrix analysis used to identify the most frequent misclassification
patterns. As reported in Table V, TCRNet sustains strong perfor-
mance across all categories: it attains its highest F1-score on the

Table IV. Ablation study of TCRNet components on the test set (mean over multiple runs; all values in percentage). Statistical
significance of the full model over the strongest variant is reported as a p-value

Configuration Acc M-P M-R M-F1 p-Value
(a) Baseline encoder 82.47 87.18 84.25 85.63 -

(b) + Semantic-enriched embeddings 85.76 91.32 88.41 89.77 0.013
(c) + Structure-aware dependency encoding 87.84 93.56 90.27 91.86 0.008
(d) Full TCRNet 90.14 96.21 93.08 94.67 0.002
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Table VI. Computational overhead of TCRNet compared with
representative learning-based baselines (parameters in millions;
training time per epoch in seconds; inference latency in milli-
seconds per function), measured on the hardware in Table III

Training
Parameters time/epoch Inference latency
Model (M) (s) (ms/function)
Clear 84.3 52.8 8.4
EA-RGCN 46.7 48.3 6.9
DMT 89.5 61.4 9.2
MVF-GCL 92.8 64.7 9.8
TCRNet 96.4 68.5 10.3

clean class (96.99%) and remains robust on the minority unchecked
low-level call class (F1 =92.00%). The comparatively lower recall
on that class (88.57%) is consistent with its limited support (23 test
functions) and reflects the class-imbalance noted above, yet preci-
sion stays high (95.70%), indicating few false positives.

G. COMPUTATIONAL OVERHEAD

To substantiate the claim of practical efficiency, the computational
cost of TCRNet is reported in terms of the total number of trainable
parameters, the average training time per epoch, and the average
inference latency per function, measured on the hardware specified
in Table III. These figures are also compared against the strongest
learning-based baseline to contextualize the trade-off between detec-
tion accuracy and computational cost. As reported in Table VI,
TCRNet comprises 96.4 million trainable parameters, requires on
average 68.5 seconds per training epoch, and processes each func-
tion in 10.3 ms at inference. These costs are comparable to recent
learning-based baselines such as MVF-GCL (92.8 M parameters,
9.8 ms) and DMT (89.5 M, 9.2 ms); the modest overhead relative to
its accuracy gains confirms that TCRNet remains computationally
practical for real-world smart contract auditing.

H. DISCUSSION

The improvements achieved by TCRNet can be attributed to the
complementary roles of its two modules rather than to numerical
tuning alone. The semantic-enriched embeddings encode the func-
tional role of each statement and token, allowing the attention
mechanism to distinguish, for example, arithmetic operators that
are frequently implicated in integer-overflow vulnerabilities from
semantically neutral tokens. The structure-aware dependency en-
coding then biases attention toward node pairs that are directly
connected through control- and data-dependency edges and that lie
along short dependency paths, which concentrates the model on the
interactions from which vulnerabilities typically arise while sup-
pressing spurious long-range correlations. Baseline sequence mod-
els lack explicit access to this structural signal, and graph-only
baselines propagate edge information only locally, which limits
their ability to capture the cross-statement dependencies that
characterize reentrancy and timestamp-dependency flaws. By con-
trast, the joint modeling of semantic granularity and global struc-
tural bias enables TCRNet to localize security-critical regions more
precisely, which is reflected in the higher macro-precision and
macro-recall reported in Section IV.C. The per-class and ablation
results in Tables IV and V further indicate which component
contributes most to each vulnerability category.
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V. CONCLUSION

This work addressed the problem of SCVD from a structural and
semantic perspective. While traditional static analysis tools rely
heavily on predefined rules and often struggle with scalability and
generalization, recent deep learning approaches tend to treat source
code either as plain text or as isolated graph structures. Such
representations are insufficient to capture the complex interactions
between control flow, data dependencies, and contextual execution
semantics that frequently give rise to vulnerabilities. To overcome
these limitations, this study proposed TCRNet, a semantic—depen-
dency-aware Transformer framework that integrates structural and
semantic information directly into the attention mechanism. By
embedding token roles, positional context, dependency types, and
shortest-path relationships within the model’s learning process, the
proposed architecture enables more informed reasoning over secu-
rity-critical code regions. The design maintains computational
efficiency while enhancing the model’s ability to capture long-
range and cross-statement interactions. Experimental evaluation on
benchmark smart contract datasets demonstrates that the proposed
framework achieves superior detection performance compared to
traditional static tools and recent learning-based baselines. The
results indicate that incorporating semantic richness and structural
awareness into Transformer architectures significantly improves
detection reliability and reduces false positives. Overall, this
research contributes a practical and robust approach to automated
smart contract security analysis. Future work may explore cross-
platform contract generalization, real-time deployment optimiza-
tion, and integration with formal verification techniques to further
strengthen intelligent blockchain security systems.
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