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Abstract: The rapid growth of internet of things (IoT) networks has significantly increased cybersecurity risks due to
heterogeneous traffic characteristics, large-scale connectivity, and highly imbalanced attack distributions. Existing intrusion
detection approaches primarily focus on improving overall detection performance through computationally expensive deep
learning architectures or synthetic oversampling techniques. However, such methods often overlook semantic relationships
among traffic features, increase computational complexity, and exhibit a limited capability to learn minority attack patterns. This
paper presents a Traffic-Aware Imbalance Learning Network (TAIL-Net) for lightweight and imbalance-aware IoT intrusion
detection. The proposed framework introduces a traffic-aware semantic feature mapping mechanism that reorganizes network
traffic attributes according to their semantic relationships to improve feature representation learning. The mapped features are
processed through a lightweight convolutional neural network (CNN)-GRU architecture integrated with a minority-aware
attention and an Adaptive Class-Balanced Focal Loss (ACB-FL) function to enhance minority attack discrimination without
relying on synthetic oversampling. Experimental evaluation on the Botnet-internet of things (BoT-IoT) dataset demonstrates that
the proposed framework achieved 99% detection accuracy and 99% weighted F1-score. Furthermore, TAIL-Net requires only
81,866 trainable parameters with a model size of 0.3122 MB and achieves an average inference latency of 0.0041 ms/sample.
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I. INTRODUCTION
In recent years, due to the emergence of low-cost devices, wireless
communication tools, and edge computing technologies, internet of
things (IoT) networks have been widely used in many real-time
application fields such as healthcare systems, industrial automation,
smart transportation, agriculture, and smart cities [1]. However, the
limited computing resources, memory, and battery capacity of IoT
devices make them vulnerable to various security attacks. Further-
more, the constantly evolving nature of attacks and the generation
of high-dimensional traffic data further exacerbate the complexity
of the IoT ecosystem [2], due to which device compromise becomes
common. Therefore, depending only on traditional security ap-
proaches like encryption [3] and authentication [4] becomes unwork-
able. For example, a smart camera is authenticated, and its
communication is encrypted, but malware infects the camera.
When the device starts, the infected device begins scanning ports,
generating Distributed Denial of Service (DDoS); Bidirectional
Long Short-Term Memory (BiLSTM) traffic, and communicating
with botnet servers. In this case, the encryption and authentication
still work, but the behavior is malicious, which can only be identified
by intrusion detection systems (IDSs) during runtime operation.

IDSs have been extensively investigated in wireless and
network security research, where traditional approaches mainly
depended on signature-based detection and predefined attack rules
[5]. However, these approaches have become ineffective against
dynamic, unknown, and zero-day attacks. With the advancements
in artificial intelligence (AI), machine learning (ML) and deep
learning (DL) techniques have been widely adopted for intelligent
intrusion detection [6]. ML algorithms such as support vector
machine (SVM), random forest (RF), and gradient boosting (GB)
have been widely used for IDS development because of their low
computational complexity and suitability for small datasets.
Although these methods perform well for known attacks, but they
are not much scalable. Also, their performance is often affected by
concept drift, where changes in traffic behavior over time reduce the
effectiveness of previously learned patterns. On the other hand, DL
models [7] such as convolutional neural networks (CNNs) and long
short-term memory (LSTM) networks have shown promising per-
formance for intelligent intrusion detection because they automati-
cally extract complex traffic characteristics from network flow data.
Furthermore, hybrid learning architectures such as CNN-recurrent
models [8] have also been developed to jointly learn spatial and
temporal patterns for improving detection performance and adapt-
ability toward evolving attack behavior. However, several issues still
remain unresolved, and one of the significant challenges is the class
imbalance problem during model training. In real-world IoT envir-
onments, network traffic usually follows a long-tailed distributionCorresponding author: Sowmya Somanath (e-mail: sowmyasadish@gmail.com).
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where the normal traffic samples are extremely higher than the attack
samples. Among attack scenarios, DDoS attack samples also domi-
nate the training data, which further increases the imbalance among
traffic categories. To address this issue, many existing studies have
adopted synthetic oversampling techniques, but it often distorts the
original network characteristics and increases the possibility of
overfitting. Another challenge is computational complexity, as
many IDS frameworks are based on deep architectures with high
training and inference costs, which limit their deployment in
resource-constrained IoT environments. Another limitation is that
traffic features are commonly processed as unordered vectors, where
meaningful relationships among protocol, packet, flow, and temporal
characteristics are often ignored during feature learning.

Therefore, it becomes important to develop an intrusion
detection framework that can preserve semantic relationships in
input traffic data, improve minority attack learning, and reduce
computational complexity.

This manuscript presents a Traffic-Aware Imbalance Learning
Network (TAIL-Net) for lightweight IoT intrusion detection. The
proposed framework formulates intrusion detection as a supervised
multi-class traffic classification task and incorporates a severity
assessment module as a post-prediction alert-prioritization module.
Unlike conventional approaches that depend on arbitrary feature
ordering, TAIL-Net incorporates imbalance awareness directly into
representation learning to improve its minority attack detection
capability while maintaining efficient runtime inference. The main
contributions are highlighted as follows:

• A semantic feature mapping mechanism is proposed to orga-
nize traffic attributes according to their semantic relationships
before they are fed to the learning model.

• A lightweight hybrid DL architecture is designed by integrating
semantic-aware convolutional learningwith a compact recurrent
projection module for efficient traffic pattern learning.

• A minority-aware attention mechanism is introduced within
the recurrent projection module to improve feature discrimi-
nation for underrepresented attack classes.

• Adaptive Class-Balanced Focal Loss (ACB-FL) is proposed to
dynamically adjust optimization behavior according to class
imbalance severity, for improving minority attack detection
without generating synthetic traffic samples.

The remaining sections of the manuscript are organized as
follows. Section II presents a brief literature review and identifies
gaps; Section III discusses the proposed system design and meth-
odology implementation in detail. Section IV discusses the experi-
mental outcomes, and finally, Section V presents the conclusion
and future scope of the research work.

II. RELATED WORK
In the literature, based IDSs have been widely reported for IoT
security due to their computational efficiency and suitability for
limited-resource devices, but their effectiveness often depends on
the quality of features used. A similar analysis was conducted by
Altulaihan et al. [9], where an anomaly-based IDS is presented
using decision tree (DT), RF, K-nearest neighbor (KNN), and SVM
classifiers together with feature selection strategies. In the same
direction, Albulayhi et al. [10] combined entropy-based feature
selection and multiple ML classifiers to improve IDS efficiency,
whereas Douiba et al. [11] utilized GB and CatBoost-based
learning algorithms for anomaly detection over multiple IoT

datasets. These studies demonstrated that ML algorithms can
achieve satisfactory intrusion detection performance with relatively
low computational overhead. In addition, feature selection ap-
proaches can reduce redundant traffic attributes and improve
learning efficiency. However, most of these methods depended
on handcrafted features and manually selected traffic attributes;
therefore, their capability to learn complex traffic behavior and
adapt to evolving attack patterns remained limited.

Several researchers adopted DL models for automatic feature
extraction and robust intrusion detection. The work presented by
Khan et al. [12] suggested a DL framework based on deep neural
network (DNN) and BiLSTM models, whereas Jain et al. [13]
demonstrated the effectiveness of CNN-LSTM integration for learn-
ing spatial and sequential traffic characteristics. There are also many
research efforts toward developing an advanced hybrid model, as
seen in the work of Logeswari et al. [14], Chen and Mir [15], and
Kilichev et al. [16], who developed hybrid CNN-recurrent frame-
works with attention mechanisms, optimization strategies, and
ensemble learning techniques. However, all these approaches re-
ported higher detection accuracy by automatically learning complex
traffic representations, but at the same time, they ignored the
requirement for lightweight deployment. To address this limitation,
the work of Wakili et al. [17] conducted a comparative investigation
of classical, deep, and hybrid learning models and reported that
hybrid architectures can provide a favorable balance between detec-
tion accuracy and computational efficiency. Similarly, Alayash et al.
[18] evaluated recurrent learning models for IoT attack detection and
showed that model performance remains highly dependent on traffic
characteristics and attack distributions. Although these studies
improved deployment feasibility, many frameworks still depended
on complex architectures with considerable parameter overhead,
memory consumption, and higher inference costs. Another signifi-
cant problem considered by researchers is the class imbalance issues
in the training dataset. Many works addressed this problem through
data-level balancing techniques; for example, the work reported by
Duraibi and Alashjaee [19], Hussien et al. [20], Widodo et al. [21],
and Abdelkhalek and Mashaly [22] adopted SMOTE, ADASYN,
and similar oversampling techniques to improve minority attack
detection performance. Similarly, Rao and Babu [23] introduced an
imbalanced generative adversarial network (IGAN) to generate
synthetic minority samples before classification through a
LeNet5-LSTM ensemble model. Gan Zhu et al. [24] further incor-
porated diffusion models to synthesize minority attack samples and
improve CNN-Transformer-based intrusion detection performance.
Although these approaches improved class distribution, the gener-
ated traffic samples may alter the original network characteristics and
introduce additional noise into the learning process and even mimic
the deepfake process. In the same research direction, the researchers
in the studies of Mirsadeghi et al. [25] and Paray and Aydos [26]
reported that balancing strategies often remain dependent on traffic
distributions and deployment conditions. Therefore, consistent
minority attack learning remains a challenging research problem.

Based on the analysis of the existing literature, it has been
identified that the majority of the works have concentrated on
feature selection, hybrid DL architectures, and data-level balancing
techniques. It has also been observed that many works lack novelty
in their implementation and report higher accuracy by changing the
architecture and performing hyperparameter tuning. The first issue
identified is that most CNN-based IDSs process traffic features
according to their original dataset ordering, where semantic
relationships among different traffic attributes are not explicitly
preserved during feature extraction.
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Another problem observed is class imbalance, which is com-
monly handled through data sampling methods that synthetically
generate samples from existing samples, rather than through repre-
sentation learning and optimization mechanisms. A third issue
noticed is that there are few researcheswho have focused on reducing
model complexity, which, though it reduces training cost to some
extent, still exhibits considerable inference cost. On the other hand,
the proposed TAIL-Net model addresses these research issues by
integrating semantic traffic feature mapping, lightweight hybrid
learning, minority-aware attention, and ACB-FL-based optimization
within an integrated intrusion detection framework.

III. PROPOSED METHODOLOGY
This section presents the system design, modeling, and implemen-
tation details of the proposed TAIL-Net methodology, followed by
the dataset description, preprocessing operations, and model train-
ing strategy.

A. PROPOSED SYSTEM

The primary aim of this paper is to develop a robust predictive
model, named TAIL-Net, for supervised multi-class IoT intrusion
detection. In this study, the model focuses on the detection and
classification of five traffic categories, consisting of one Normal
class and four attack classes, namely DDoS, DoS, Reconnaissance,
and Theft, which are among the most common and high-impact
threats in IoT environments. In addition to traffic classification, the
proposed framework introduces a rule-based post-prediction threat
severity assessment approach as a decision-support tool to priori-
tize detected events and support appropriate mitigation actions.
Figure 1 illustrates the proposed security framework, which takes
raw network traffic data from the BoT-IoT dataset [27], which is a
benchmark dataset containing both normal and malicious network
traffic generated from realistic IoT environments.

In this study, 74 BoT-IoT CSV files are used, and a stratified
sampling strategy is applied at the subcategory level to preserve the
original attack diversity. The processed dataset includes 35 attri-
butes and 3,668,522 samples, out of which only 499 are normal,
while the remaining samples belong to attack categories such as
DDoS, DoS, Reconnaissance, and Theft. As shown in Table I, the
traffic distribution is highly imbalanced, where DDoS and DoS

attacks together constitute more than 97% of the total samples. On
the other hand, the Normal and Theft classes contain very few
traffic samples, and such long-tailed traffic distributions can bias
the learning process toward the majority classes.

The next stage performs data preprocessing, which includes
invalid-value handling, removal of irrelevant features, and conver-
sion of categorical attributes into numerical representations. First,
non-predictive identifiers and raw address-related fields, namely
pkSeqID, stime, saddr, daddr, ltime, smac, dmac, attack, category,
and subcategory, are removed from the input feature space. After this
removal, the 25 traffic-related features, as listed in Table II, are
retained for learning. Invalid and missing values are handled before
feature scaling. All infinite values are replaced with missing values,
and missing entries are removed or cleaned so that no Not a Number
(NaN) values remain in the final feature matrix. Categorical traffic
attributes are converted into numerical form using the label encoding
method. The final input feature matrix therefore has a dimension of
3,668,522× 25, and the corresponding label vector contains
3,668,522 class labels. After preprocessing and semantic feature
ordering, Z-score standardization is applied using the training data
statistics, and the same scaler is then used to transform the test data to
prevent information leakage. Finally, the standardized feature matrix
is reshaped into a three-dimensional input representation for the
proposed one-dimensional convolutional learning model. Table II
highlights the preprocessing operations carried out in this study.

Afterward, a traffic-aware semantic feature mapping mecha-
nism is applied to reorganize traffic features according to their
semantic relationships. The implementation procedure of the
proposed semantic feature mapping is described in Algorithm 1,

Fig. 1. Proposed IDS framework architecture.

Table 1. Dataset statistics

Class Count Percentage

DDoS ∼1,926,655 52.5%

DoS ∼1,650,269 45.0%

Recon ∼91,010 2.5%

Normal ∼499 0.01%

Theft ∼89 0.001%

Table II. Dataset preprocessing

Preprocessing step Description

Total samples 3,668,522

Original attributes 35 columns

Classification labels DDoS, DoS, Normal, Reconnaissance,
Theft

Removed attributes pkSeqID, stime, saddr, daddr, ltime, smac,
dmac, attack, category, subcategory

Retained features flgs, proto, sport, dport, pkts, bytes, state,
seq, dur, mean, stddev, sum, min, max,
soui, doui, sco, dco, spkts, dpkts, sbytes,

dbytes, rate, srate, drate

Categorical encoding Label encoding

Invalid-value handling Infinite and missing values cleaned; final
NaN count= 0

Normalization Z-score standardization using training-set
statistics

Final feature dimension 25

Deep-learning input shape samples × 25 × 1
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which preserves locality among related protocol, packet, byte, rate,
and temporal traffic characteristics.

Algorithm 1 presents the semantic feature mapping procedure
adopted in this study. The algorithm considers the preprocessed
traffic feature set F as its input and returns a semantically organized
feature set Fs. Initially, an empty feature container Fs is created
(Step 1). Afterward, the traffic attributes are categorized into five

predefined semantic groups, namely protocol and connection
features, packet behavior features, byte behavior features, rate
behavior features, and temporal flow features (Step 2). The algo-
rithm then traverses each semantic group and sequentially appends
the corresponding features to Fs according to the predefined traffic-
aware ordering (Steps 3–7). Subsequently, any remaining feature
that does not belong to the predefined groups is appended to the end
of the feature sequence to preserve information completeness
(Steps 8–12). Finally, the semantically ordered feature set Fs is
returned (Step 13). This procedure preserves the locality among
related traffic attributes before they are provided to the learning
model, thereby enabling more meaningful local feature extraction
during convolutional learning.

Figure 2 illustrates the semantic feature mapping process
adopted in the proposed TAIL-Net framework. Figure 2(a) shows
the original feature arrangement, where traffic attributes appear in
an unstructured manner according to the original dataset represen-
tation. The issue with this arrangement is that semantically related
traffic attributes remain separated from each other; therefore, local
feature extraction during the convolutional learning phase becomes
less effective. Algorithm 1 shows the proposed idea of reorganizing
traffic attributes according to their semantic relationships. As
shown in Fig. 2(b), related features are arranged into locality-
preserving groups, including protocol and connection features,
namely proto, state, flgs, soui, doui, sco, and dco; packet behavior
features, namely pkts, spkts, and dpkts; byte behavior features,
namely bytes, sbytes, and dbytes; rate behavior features, namely
rate, srate, and drate; temporal flow features, namely dur, mean,
stddev, sum, min, and max; and other retained attributes, namely
sport, dport, and seq. This ordering is traffic-aware because it
follows the functional meaning of network-flow attributes and
places related traffic characteristics in adjacent positions before
one-dimensional convolutional learning. As a result, semantically
related traffic characteristics become adjacent, and when provided
as input to the TAIL-Net model, they improve local feature learning
and extraction.

Algorithm 1. Semantic Feature Mapping

Input: Feature set F

Output: Semantically ordered feature set Fs

Start

1: Initialize Fs←∅
2: Define semantic groups:

G1← Protocol and Connection Features

G2← Packet Behaviour Features

G3←Byte Behaviour Features

G4←Rate Behaviour Features

G5← Temporal Flow Features

3: for each group Gi do

4: for each feature f j ∈ Gi do

5: Fs←Fs∪Fj

6: end for

7: end for

8: for each feature f k ∈ F do

9: if f k ∈= Fs then

10: Fs←Fs∪f k
11: end if

12: end for

13: return Fs

End

Fig. 2. Semantic traffic feature mapping adopted in TAIL-Net: (a) original dataset feature arrangement, and (b) semantically organized feature
arrangement based on traffic behavior relationships.
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After semantic feature mapping, the dataset is divided into
training and testing subsets, where 80% of the samples are used for
model training and the remaining 20% are kept for testing. Once the
training process is completed, the trained model is evaluated using
the test dataset to compute performance metrics such as accuracy,
precision, recall, and F1-score. The obtained results are then com-
pared against predefined performance requirements. If the achieved
performance satisfies the desired criteria, the trained model is
accepted as the final deployable IDS. Otherwise, the model hyper-
parameters are adjusted and the training process is repeated. This
iterative optimization procedure continues until satisfactory intru-
sion detection performance is achieved. Table III presents the
statistics of the class-wise dataset split operation.

B. PROPOSED TAIL-Net MODEL

The proposed TAIL-Net is designed with the objective of offering a
lightweight and robust learning model for detecting and classifying
intrusions in highly dynamic and complex IoT ecosystem. Figure 3
shows the architecture of the proposed TAIL-Net model. The
proposed model takes semantically organized and standardized
traffic features as its input. The first module of TAIL-Net is the
semantic projection layer, where a one-dimensional (1D) convolu-
tion (Conv) operation with 32 filters and a kernel size of 1 trans-
forms the input traffic sequence into a richer feature representation.

Afterward, layer normalization (LayerNorm) and Gaussian
Error Linear Unit (GELU) activation are applied to stabilize the
learning process and introduce non-linearity into the network. The
semantic projection layer produces an output representation of
25 × 32. The projected feature representation is then passed to the

convolutional learning module, which consists of two CNN blocks.
CNN block 1 contains a one-dimensional convolution with 64
filters and a kernel size of 3, followed by layer normalization and
GELU activation. It learns local traffic patterns from semantically
grouped features and produces an output representation of 25 × 64.
CNN block 2 follows a similar structure with 128 filters and kernel
size of 3, which further improves local feature abstraction and
generates an output representation of 25 × 128. In this way, the
convolutional module learns local traffic behavior among related
protocol, packet, byte, rate, and temporal attributes with a simple
and computationally efficient design.

The output from CNNBlock 2 is then provided to the recurrent
learning module. In this study, a Gated Recurrent Unit (GRU) [28]
is adopted because it requires fewer parameters and lower memory
usage, thereby supporting faster inference and reduced computa-
tional overhead. The GRU has 64 neurons which learns sequential
dependency relationships among traffic features. The model learns
both local feature interactions from the CNN module and longer-
range dependency patterns through recurrent learning. Afterward, a
projection dense layer with 64 neurons and GELU activation is
incorporated to transform the recurrent output into a compact
feature vector. This projection further refines the learned represen-
tation and preserves useful intrusion-related features before they
are passed to the minority-aware attention module developed to
address the class-imbalance problem in its learning process.
Table IV presents the input, intermediate, and output tensor shapes
of each major TAIL-Net module.

1). MINORITY-AWARE ATTENTION. The proposed minority-
aware attention is not a traditional self-attention mechanism like
transformer attention. It estimates the imbalance severity of each
class from the training data, learns a preliminary class distribution
from the recurrent feature vector, computes a minority-risk score
using the class-imbalance prior, and uses this minority-risk infor-
mation to generate an attention gate. It reweights the recurrent
features so that features associated with minority classes receive
greater emphasis. The implementation process is described in
Algorithm 2. In the initial step of the algorithm, the class frequency
of each attack category is computed from the training dataset
(Step1).

Afterward, a minority prior is assigned to each class according
to its relative occurrence frequency (Steps3–5). Let nc denote the
number of samples belonging to class c. The minority prior mc is
computed as in Eq. (1):

mc = 1 −
nc
nmax

(1)

where nc is the number of samples in class, nmax represents the
number of samples in the majority class, and mc denotes the
minority prior associated with class. Table V shows the computed
minority prior values.

As shown in Table IV, the majority attack class receives a prior
value close to zero, and minority attack categories receive larger
prior values, that is, higher severity of imbalance and greater
importance is needed for minority classes during the attention
generation. Based on the input Hr, an initial class probability
distribution P is generated (Step 6) using a fully connected transfor-
mation followed by the SoftMax activation function as in Eq. (2),
where Wp and bp represent trainable parameters. Here, Hr denotes
the recurrent feature representation obtained from the GRU projec-
tion layer, and P denotes the preliminary class-probability vector
over the C traffic classes. Then, the expected minority risk is
estimated using Eq. (3), where Rm denotes the probability-weighted

Table III. Class-wise training and testing split

Class Training samples Testing samples

DDoS 1,541,324 385,331

DoS 1,320,215 330,054

Reconnaissance 72,808 18,202

Normal 399 100

Theft 71 18

Total 2,934,817 733,705

Fig. 3. Proposed TAIL-Net architecture.

Traffic-Aware Imbalance Learning Network for Lightweight IoT Intrusion Detection 5

(Ahead of Print)



minority risk associated with the current traffic sample (Step 7). In
Eq. (3), M = ½m1,m2, : : : ,mC�T denotes the minority-prior vector
computed from the training class distribution, where eachmc repre-
sents the minority prior of class c. Then recurrent feature represen-
tation and the minority risk score are then concatenated (Step 8) to
form a joint representation using Eq. (4):

P = Sof tmaxðWpHr þ bpÞ (2)

Rm = P · M (3)

Z = ½Hr;Rm� (4)

Afterward, an attention gate is generated as mentioned in
Eq. (5), where σð·Þ denotes the sigmoid activation function, and
Wa and ba represent trainable parameters (Step 9). The attention
gate A has the same feature dimension as Hr and assigns adaptive
weights to the recurrent feature components according to the

estimated minority-risk information. The attention gate returns
an output of precise feature representation via element-wise mul-
tiplication as in Eq (6), where ⊙ denotes the Hadamard product
(Step 10–11):

A = σðWaZ þ baÞ (5)

Hm = A⊙Hr (6)

Unlike existing attention method that estimate feature impor-
tance only from hidden representations, the proposed algorithm
also considers class-frequency-derived minority prior information.
Therefore, the attention gate becomes sensitive to rare attack
classes and refines the recurrent representation for classification
layer, consisting of a dropout layer, a dense layer with ReLU
activation, and a SoftMax output layer that generates probability
scores for traffic categories.

2). ACB-FL LOSS FUNCTION. The effectiveness of any DL
model does not depend only on the network architecture but
also on the adopted training strategy and optimization mechanism.

Algorithm 2. Minority-Aware Attention

Input: Recurrent feature representationHr , class labels Y and number of
classes C

Output: Minority-aware representation Hm

Start

1: Compute class frequency nc for each c

2: Compute maximum class frequency nmax
3: for each class c = 1 to C do

4: Compute minority prior mc from Eq. (1)

5: end for

6: Form minority-prior vector M

7: Generate initial class probability P from Eq. (2)

8: Compute expected minority risk Rm using Eq. (3)

9: Concatenate Hr and Rm: Z = ½Hr;Rm�
10: Generate attention gate A using Eq. (5)

11: Refine recurrent representation as in Eq. (6)

12: Return Hm

End

Table V. Minority prior values

Class Count Minority prior

DDoS 1,541,324 0.0000

DoS 1,320,215 0.1435

Normal 399 0.9997

Recon 72,808 0.9528

Theft 71 0.9999

Table VI. ACB-FL-driven parameters

Class nc αc γc
DDoS 1,541,324 0.0294 1.5000

DoS 1,320,215 0.0294 1.7152

Recon 72,808 0.0294 2.9291

Normal 399 0.7523 2.9996

Theft 71 4.1594 2.9999

Table IV. Layer wise configuration details of the proposed TAIL-Net architecture

Module Operation Input shape Output shape

Input layer Semantically ordered traffic feature vector 25 × 1 25 × 1

Semantic projection layer Conv1D with 32 filters, kernel size 1, LayerNorm, GELU 25 × 1 25 × 32

CNN Block 1 Conv1D with 64 filters, kernel size 3, LayerNorm, GELU 25 × 32 25 × 64

CNN Block 2 Conv1D with 128 filters, kernel size 3, LayerNorm, GELU 25 × 64 25 × 128

Recurrent module GRU with 64 units 25 × 128 64

Recurrent projection Dense layer with 64 neurons and GELU activation 64 64

Preliminary class distribution Dense layer with SoftMax activation 64 5

Minority-risk estimation Probability-weighted minority-risk computation 5 1

Attention concatenation Concatenation of recurrent representation and minority-risk score 64+ 1 65

Attention gate Dense layer with sigmoid activation 65 64

Minority-aware representation Element-wise multiplication between attention gate and recurrent representation 64 64

Classification head Dropout 0.3 and Dense layer with ReLU activation 64 64

Output layer Dense layer with SoftMax activation 64 5
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Unlike existing cross-entropy loss that treats all classes equally and
standard focal loss that employs a fixed focusing parameter, the
proposed ACB-FL dynamically adjusts both class weighting and
focusing strength according to class imbalance severity. Thus,
minority attack classes receive stronger optimization emphasis
during training, thereby improving learning under highly imbal-
anced IoT traffic distributions. The ACB-FL is designed based on
two mechanisms viz. i) class-balanced weighting αc in Eq (7) and ii)
adaptive focal learning γc defined in Eq (8), where cdenotes a traffic
class, ncdenotes the number of training samples belonging to class c,
and nmax denotes the number of samples in the majority class:

αc =
1 − β

1 − βnc
(7)

where β ∈ ½0,1Þ represents the class-balancing parameter and αc
assigns larger weights to minority classes and smaller weights to
majority classes. Further, the computed αc values are normalized for
all the classes before loss computation to maintain stable optimiza-
tion:

γc = γ0 þ λ

�
1 −

nc
nmax

�
(8)

where γ0 is the base focusing parameter, λ is the imbalance adjust-
ment coefficient, nc represents the frequency of traffic classes, and
nmax corresponds to the frequency of the majority class. So, minority
classes receive stronger focusing behavior, whereas majority classes
receive comparatively lower focusing strength according to imbal-
ance severity. The final ACB-FL objective function is defined as in
Eq (9), where py denotes the predicted probability associated with
the target class, αy represents the class-balanced weight, and γy
denotes the adaptive focusing parameter:

LACB = −αyð1 − pyÞγy logðpyÞ (9)

Here, y denotes the ground-truth class label of the current
training sample, while αy and γy are selected from the class-specific
αc and γc values according to y. Therefore, through the combined
effect of adaptive weighting and adaptive focusing, the proposed
loss function increases the optimization emphasis on underrepre-
sented attack categories. For mini-batch training, the final ACB-FL
value is computed as the average of LACB over all samples in the
mini-batch. Table VI presents the weighting factors and focusing
parameters generated by the proposed ACB-FL. The class-specific
weighting factors and focusing parameters were automatically
computed according to the class frequency distribution of the
training dataset and are normalized before loss computation to
maintain optimization stability.

In this study, the class-balancing parameter β is set to 0.9999
because the BoT-IoT dataset has a large number of traffic samples;
choosing a large β value will allow for a stable estimation of class-
balanced weights. The base focusing parameter γ0 and imbalance
adjustment coefficient λ were empirically set to 1.5 to achieve a
balance between optimization stability and minority attack empha-
sis. An Adam optimizer is used with a learning rate of 0.0005 for
enhanced gradient descent optimization during training. The model
is trained using a batch size of 512 over 30 epochs.

C. COMPUTATIONAL COMPLEXITY ANALYSIS

The computational efficiency is an important requirement for IoT
IDS because detection models are often deployed on resource-
constrained devices. Therefore, TAIL-Net is designed as a compact
CNN-GRU architecture that balances detection performance and

computational overhead. The convolutional module extracts local
traffic patterns from semantically organized features with complex-
ity OðLKCinCoutÞ, where L is the feature sequence length, K is the
kernel size, and Cin and Cout denote the input and output channels,
respectively. For recurrent learning, a GRU is adopted instead of
LSTM or their bidirectional variants often used in IDS develop-
ment. The complexity of the GRU module is OðTH2Þ, where T
denotes the sequence length and H represents the hidden dimen-
sion. Since GRU employs fewer gating operations than LSTM,
it requires fewer parameters and lower memory consumption.
The proposed minority-aware attention operates on the compact
recurrent representation rather than the complete traffic sequence,
resulting in a small additional cost of OðHCÞ, where C denotes the
number of classes. Therefore, the overall complexity of TAIL-Net
can be expressed as:

OðLKCinCoutÞ þ OðTH2Þ þ OðHCÞ (10)

The computational cost is primarily dominated by the CNN
and GRU modules, while semantic feature mapping, minority-
aware attention, and ACB-FL introduce only marginal overhead.
Therefore, TAIL-Net is suitable for lightweight real-time IoT
intrusion detection.

IV. RESULTS AND DISCUSSION
The design and development of the proposed system were carried
out using Python programming executed in the Anaconda envi-
ronment on a Windows machine equipped with an Intel Core i7
processor, 16 GB RAM, and an NVIDIA GeForce RTX 3050
GPU. The TensorFlow framework was utilized for model training
and validation. The experimental outcomes and performance were
analyzed considering standard metrics such as accuracy, precision,
recall and F1-score. Additional analysis was also conducted to
justify the selection of the proposed modules and its efficiency.

Figure 4 presents the confusion matrix comparison between
the proposed TAIL-Net and a baseline CNN-GRU model trained
using SMOTE-balanced traffic data. In order to carry out fair
performance evaluation, the CNN-GRU model was configured
using the same training settings that were used for TAIL-Net,
including a learning rate (0.0005), batch size (512), and 30 epochs.
The baseline model did not incorporate semantic feature mapping,
minority-aware attention, or the proposed ACB-FL loss function;
instead, it uses categorical cross-entropy (CCE).

As shown in Fig. 4(a), the CNN-GRU-SMOTE model
achieved strong performance for DDoS and DoS traffic classes.
However, some misclassifications happened for the minority
classes, that is, Normal and Theft. On the other hand, Fig. 4(b)
demonstrated that the proposed TAIL-Net maintained comparable
performance for majority classes, whereas it improved the discrim-
ination ability for underrepresented traffic classes. The number of
correctly classified Normal samples increased from 94 to 97, Theft
samples increased from 17 to 18, and Reconnaissance samples
increased from 18,075 to 18,101. The quantitative comparison
presented in Table VII further supports these observations. It can be
seen that both models have achieved precision, recall, and F1-score
values close to 0.99 for DDoS and DoS attacks. For the minority
classes, the precision increased from 0.71 to 0.85, and the F1-score
improved from 0.82 to 0.91 for the Normal class. Similarly, for the
highly underrepresented Theft class, precision increased from 0.30
to 0.47, while the F1-score improved from 0.46 to 0.64. Both
models maintained a recall value of 1.00 for Theft attacks.
Although SMOTE improved class balance during training, the
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generated samples might not always have accurately represented
evolving network traffic behavior in real-world IoT environments.
The proposed TAIL-Net preserved the original traffic distribution
and addressed class imbalance through semantic feature organiza-
tion, minority-aware attention, and ACB-FL. Thus, the proposed
framework achieved improved minority attack discrimination
without depending on synthetic traffic generation.

To evaluate the generalization capability of the proposed TAIL-
Net, a five-fold stratified cross-validation experiment was conducted.
The model achieved an average accuracy of 99.18% ± 0.24%, a
weighted F1-score of 99.19%± 0.23%, a macro recall of 98.21% ±
0.61%, a macro F1-score of 85.06% ± 1.92%, and a macro-AUC of
0.9996 ± 0.0002. The low standard deviation for all the folds
indicated that the proposed model maintained stable performance
under different training-validation partitions. In addition, the high
macro recall showed that TAIL-Net preserves strong detection
sensitivity for minority attack categories, which was important under
highly imbalanced IoT traffic distributions. Figure 5 presents the
multi-class Receiver Operating Characteristic (ROC) curve analysis
of the proposed TAIL-Net.

It can be seen that the curves are located close to the upper-left
corner, which indicates effective class separability. The model
achieved AUC values of 0.9996 for DDoS and DoS, and 1.0000
for Normal, Reconnaissance, and Theft. Table VIII presents the per-
class precision–recall AUC of the proposed TAIL-Net. The model
achieved very high PR-AUC values for DDoS, DoS, Reconnais-
sance, and Theft, indicating strong detection capability even for
minority attack classes. The Normal class achieved a slightly lower
PR-AUC of 0.962, suggesting some overlap between normal and
attack traffic patterns. The macro-average PR-AUC of 0.9920
indicated that TAIL-Net maintained robust precision–recall perfor-
mance under imbalanced traffic conditions.

Fig. 5. ROC curve analysis.

Table VII. Class-wise performance comparison

CNN-GRU+ SMOTE TAIL-Net precision

Class Precision Recall F1 Precision Recall F1

DDoS 0.99 0.99 0.99 0.99 0.99 0.99

DoS 0.99 0.98 0.99 0.99 0.99 0.99

Normal 0.71 0.96 0.82 0.85 0.97 0.91

Reconnaissance 0.99 1.00 1.00 1.00 0.99 1.00

Theft 0.30 1.00 0.46 0.47 1.00 0.64

Table VIII. Per-class precision–recall AUC

Class Proposed PR-AUC

DDoS 0.9997

DoS 0.9996

Normal 0.962

Reconnaissance 0.9999

Theft 0.9968

Macro Average 0.9920

(a) CNN-GRU + SMOTE (b) Proposed TAIL-Net 

Fig. 4. Confusion matrix analysis (a) CNN-GRU+ SMOTE. (b) Proposed TAIL-Net.
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Figure 6 presents the imbalance-sensitive evaluation of the
proposed TAIL-Net, which demonstrated strong detection perfor-
mance under imbalanced traffic conditions. The high macro recall
indicated that minority attack samples were detected effectively,
whereas the macro-PR-AUC confirmed stable precision–recall
performance across classes.

Also, the model exhibited a Macro One-vs-Rest FAR of 0.36%,
which represents the average false alarm rate when each class is
evaluated separately against all other classes. On the other hand, the
Operational FAR was 3.00%, which indicates the practical false
alarm rate under deployment-style normal-versus-attack decision
conditions. Thus, the macro FAR showed low class-wise false-
positive tendency, while the operational FAR indicated the expected
false alarm level in real usage.

A. COMPUTATIONAL EFFICIENCY ANALYSIS

Table IX presents the quantitative analysis of computational
efficiency comparison of the proposed TAIL-Net against various
existing DL models. The analysis considers accuracy, Macro
F1-score, and Macro AUC for evaluating classification perfor-
mance and class discrimination capability, whereas the number of
trainable parameters, model size, and throughput are considered for
complexity and runtime efficiency analysis. It can be observed that
standalone recurrent models such as LSTM and GRU achieved
lower detection performance, whereas CNN improved computa-
tional efficiency but exhibited limited capability in learning com-
plex temporal traffic behavior. The hybrid architectures such as
CNN-LSTM, CNN-GRU, and CNN-BiLSTM achieved better
detection performance by jointly learning spatial and temporal
traffic characteristics, although this improvement is associated with
increased model complexity.

Among different DL models, CNN-BiLSTM achieved good
detection performance; however, it contains the highest number of
trainable parameters and largest model size, thereby increasing
computational overhead. The proposed TAIL-Net achieved the
highest accuracy (99%) and Macro F1-score (0.85) with only
81,866 trainable parameters and a model size of 0.3122 MB.
When compared to CNN-BiLSTM, the proposed model has less
parameter count and model size by approximately 41% while
improving classification performance. Furthermore, TAIL-Net
achieved a throughput of 245,623 samples/sec, which is higher
than CNN-LSTM and CNN-BiLSTM, which indicated that the
proposed model has improved runtime efficiency. The obtained
results demonstrate that the proposed architecture achieved a better
trade-off between detection performance and computational
efficiency.

Figure 7 presents the training time comparison of the evaluated
DL models. As expected, standalone models such as CNN, GRU,
and LSTM took very training time due to their simpler architec-
tures. The hybrid models are associated with higher training costs
because they combined convolutional and recurrent learning
mechanisms. Among the hybrid approaches, CNN-BiLSTM
took longer training time (1,198.66 s), whereas the proposed
TAIL-Net requires 1,111.34 s. Although TAIL-Net introduced
semantic feature mapping, minority-aware attention, and ACB-FL,
its training time is still lower than CNN-BiLSTM while delivering
effective performance. Figure 8 compares the average inference
latency of the different DL models.

It can be seen that CNN achieved the lowest inference time
(0.0027 ms/sample), followed by GRU and LSTM. The proposed
TAIL-Net showed an average inference time of 0.0040 ms/sample,
which was identical to CNN-LSTM but lower than that of

Fig. 6. Analysis of imbalance-sensitive evaluation.

Table IX. Comparative analysis for detection performance and computational efficiency

Model Accuracy Macro F1 Macro AUC Parameters Model size (MB) Throughput (samples/s)

LSTM 0.92 0.72 0.99 21,381 0.0816 311,982.48

GRU 0.93 0.68 0.99 17,349 0.0662 330,857.16

CNN 0.93 0.74 0.98 40,005 0.1562 367,351.86

CNN-LSTM 0.97 0.76 0.99 85,317 0.3255 224,315.88

CNN-GRU 0.97 0.75 0.99 73,157 0.2791 262,483.80

CNN-BiLSTM 0.98 0.79 0.99 138,821 0.5296 166,228.23

TAIL-Net 0.99 0.85 0.99 81,866 0.3122 245,623.88

Fig. 7. Training time analysis.
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CNN-BiLSTM (0.0060 ms/sample). To further assess deployment
feasibility, CPU-only inference was also measured, where TAIL-
Net achieved an inference latency of 0.195 ms/sample and a
throughput of 5129.73 samples/s. Therefore, despite incorporating
additional learning components, TAIL-Net maintained low predic-
tion latency on both GPU and CPU, thereby supporting its suit-
ability for real-time or near-real-time IoT intrusion detection.

Table X presents the bootstrap-based 95% confidence intervals
for the proposed TAIL-Net. The quantified outcome demonstrated
that the model maintained stable performance under resampled test
conditions. The macro-PR-AUC is consistently high, with a confi-
dence interval of 0.986–0.997, which confirmed its reliable perfor-
mance for imbalanced traffic classification. The operational FAR
had a mean of 0.030, with a wider interval of 0.010–0.060, thereby

indicating that false alarms may vary depending on the sampled
traffic distribution but remain within an acceptable range.

B. ABLATION STUDY

Table XI presents the ablation study to analyze the effectiveness of
different components used in the TAIL-Net. The inclusion of
semantic feature mapping improved the Macro F1-score from
0.68 to 0.74, which indicated that semantic grouping of related
traffic attributes enhanced local feature extraction. The CNN-GRU
configuration has further improved performance by capturing depen-
dency relationships among learned traffic representations. When
semantic mapping was combined with GRU, the accuracy increases
to 0.984 and theMacro F1-score improves to 0.81 that demonstrated
the complementary effect of semantic locality and recurrent learning.

The addition of minority-aware attention further improved the
Macro F1-score to 0.83, which indicated that minority-sensitive
feature refinement underrepresented attack detection. The full TAIL-
Net achieved the best performance with an accuracy of 0.992, a
Macro F1-score of 0.85, and aMacroAUC of 0.999. The component
removal analysis also confirmed the contribution of each module, as
removing semantic mapping, minority-aware attention, or ACB-FL
reduced the overall performance. Therefore, the ablation results
demonstrated that the proposed components jointly improved traffic
representation learning and imbalance-aware intrusion detection.
Further analysis was carried out in Table XII to compare different
imbalance-handling strategies. The basic CNN-GRU with cross-
entropy achieved an accuracy of 0.972 and a macro F1-score
of 0.760, while SMOTE improved the macro F1-score to 0.790.
Loss-basedmethods provided further gains, with class-weighted CE,
focal loss, and class-balanced focal loss increasing the macro
F1-score to 0.800, 0.810, and 0.830, respectively. The proposed
TAIL-Net achieved the best results with an accuracy of 0.992, a
macro F1-score of 0.850, and a macro-AUC of 0.999 using the
original data, which demonstrated that ACB-FLwithminority-aware
attention improved imbalance handling.

C. COMPARATIVE ANALYSIS

Table XIII presents the comparative analysis of the proposed
TAIL-Net with existing similar works on BoT-IoT-dataset [29–33].
It can be observed that several existing approaches reported very
high detection accuracy and F1-score values through the use of
SMOTE-based balancing, ensemble learning, feature selection,
and complex hybrid architectures. Although such approaches

Table X. Analysis of confidence intervals

Metric Mean 95% confidence interval

Macro precision 0.86 0.84–0.89

Macro recall 0.98 0.97–0.99

Macro F1-score 0.85 0.83–0.88

Macro PR-AUC 0.992 0.986–0.997

Operational FAR 0.030 0.010–0.060

Fig. 8. Inference time (runtime) analysis.

Table XI. Ablation study

Configuration
Semantic
mapping GRU

Minority
attention ACB-FL Accuracy

Macro
F1

Macro
AUC

Baseline CNN ✗ ✗ ✗ ✗ 0.952 0.68 0.984

CNN+ Semantic Mapping ✓ ✗ ✗ ✗ 0.970 0.74 0.989

CNN-GRU ✗ ✓ ✗ ✗ 0.972 0.76 0.991

CNN-GRU+ Semantic Mapping ✓ ✓ ✗ ✗ 0.984 0.81 0.996

CNN-GRU+ Semantic Mapping+Minority
Attention

✓ ✓ ✓ ✗ 0.989 0.83 0.998

Full TAIL-Net ✓ ✓ ✓ ✓ 0.992 0.85 0.999

Full TAIL-Net without Semantic Mapping ✗ ✓ ✓ ✓ 0.982 0.80 0.996

Full TAIL-Net without Minority Attention ✓ ✓ ✗ ✓ 0.987 0.82 0.997

Full TAIL-Net without ACB-FL ✓ ✓ ✓ ✗ 0.989 0.83 0.998
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improved classification performance, they often increased model
complexity and altered the original traffic distribution through
synthetic sample generation. On the other hand, the proposed
TAIL-Net achieved comparable detection performance on the
original highly imbalanced traffic distribution. Instead of depend-
ing on the synthetic oversampling, the proposed framework
addressed class imbalance through minority-aware attention and
ACB-FL. Furthermore, traffic-aware semantic feature mapping
was incorporated to preserve semantic locality during feature
learning. From a deployment perspective, TAIL-Net maintained
a lightweight architecture with only 81,866 trainable parameters
and a model size of 0.3122 MB while achieving an inference
latency of 0.0041 ms/sample. Therefore, the obtained results
indicated that the proposed framework provided an effective
balance between detection performance, computational efficiency,
and practical deployment suitability for real-time IoT intrusion
detection environment.

D. DISCUSSION

The experimental results have demonstrated that the proposed
TAIL-Net addressed three core challenges in IoT intrusion detec-
tion, namely feature representation learning, class imbalance, and
lightweight deployment.

The outcome analysis validates the effectiveness of the pro-
posed model and as observed from a computational perspective in
Table IX, the TAIL-Net maintained a lightweight architecture with
only 81,866 trainable parameters, and it achieved a favorable
balance between detection capability and runtime cost, thereby
making it suitable for resource-constrained IoT deployment sce-
narios. Apart from attack classification, the proposed framework
also provided a practical mechanism for risk prioritization. Since
the BoT-IoT dataset does not provide explicit threat severity
annotations, severity estimation was formulated as a rule-based
post-classification decision-support process rather than a super-
vised learning task. The severity score was computed using attack

Table XIII. Comparative analysis with existing work on BoT-IoT dataset

Performance factor Existing studies [29–33] Proposed TAIL-Net

Detection accuracy 99%–99.9% 99%

F1-score 99.0%–99.9% 99%

Dataset distribution Mostly SMOTE-balanced traffic Original highly imbalanced traffic

Class-imbalance handling SMOTE, weighted loss functions Minority-aware attention+ACB-FL

Synthetic data dependency Required in most studies Not required

Feature learning Conventional feature selection or raw features Traffic-aware semantic feature mapping

Model architecture CNN-LSTM, BiLSTM, ensemble and federated models Lightweight CNN-GRU architecture

Model complexity Often unreported or relatively high 81,866 parameters

Model size Generally, not reported 0.3122 MB

Inference efficiency Limited reporting 0.0041 ms/sample

Deployment suitability Moderate to high computational requirements Suitable for real-time IoT deployment

Table XII. Analysis of additional imbalance-handling comparison

Configuration Balancing Loss function Accuracy Macro F1 Macro AUC

CNN-GRU None Cross-Entropy 0.972 0.760 0.991

CNN-GRU SMOTE Cross-Entropy 0.978 0.790 0.994

CNN-GRU None Class-Weighted CE 0.980 0.800 0.995

CNN-GRU None Focal Loss 0.984 0.810 0.996

CNN-GRU None Class-Balanced Focal Loss 0.988 0.830 0.998

Proposed TAIL-Net Original Data ACB-FL+Minority Attention 0.992 0.850 0.999

Table XIV. Rule-based threat severity assessment for risk prioritization

Predicted
class

Base
risk R(C)

Confidence
condition
Pmax

Traffic
intensity
condition I Severity score rule

Assigned
severity

Normal 0.00 Any Any S= 0 No threat

Reconnaissance 0.40 Low to moderate Low to moderate S= 0.50R(C)+ 0.30Pmax+ 0.20I Medium

Reconnaissance 0.40 High High S= 0.50R(C)+ 0.30Pmax+ 0.20I High

DoS 0.75 Moderate to high Moderate S= 0.50R(C)+ 0.30Pmax+ 0.20I High

DoS 0.75 High High S= 0.50R(C)+ 0.30Pmax+ 0.20I Critical

DDoS 0.90 Moderate to high Moderate to high S= 0.50R(C)+ 0.30Pmax+ 0.20I Critical

Theft 0.85 Moderate to high Any S= 0.50R(C)+ 0.30Pmax+ 0.20I Critical
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category risk, model confidence, and traffic intensity indicators.
Based on the computed score, detected events are categorized into
qualitative severity levels including No Threat, Medium, High, and
Critical.

Table XIV presents the adopted threat severity assessment
strategy. As shown in Table XIV, DDoS and Theft attacks were
assigned higher severity levels due to their potentially significant
impact on service availability and data security, whereas Reconnais-
sance activities were assigned comparatively lower risk levels.
Consequently, the proposed framework can assist security admin-
istrators not only in identifying attack categories but also in priori-
tizing security alerts according to their potential operational impact.

Despite the encouraging results, the proposed study was
evaluated using offline traffic data from the BoT-IoT dataset.
Moreover, the threat severity module was rule-based due to the
absence of ground-truth severity labels; therefore, the generated
severity levels should be interpreted as risk-prioritization indicators
rather than independently validated severity predictions. Future
research will focus on integrating concept drift monitoring, online
model adaptation, supervised severity annotation, and automated
response generation.

V. CONCLUSION
This paper presented TAIL-Net, a lightweight and imbalance-
aware intrusion detection framework for IoT environments. The
proposed framework integrated semantic traffic feature mapping,
CNN-GRU-based feature learning, minority-aware attention, and
ACB-FL to enhance intrusion detection under highly imbalanced
traffic distributions without relying on synthetic oversampling
techniques. The obtained results demonstrated that the proposed
architecture effectively improved minority attack learning while
maintaining computational efficiency suitable for practical IoT
deployment. Furthermore, the proposed framework incorporated
a rule-based threat severity assessment mechanism to support alert
prioritization and security decision-making. The future work will
focus on concept drift adaptation, online learning mechanisms,
severity-aware supervised modelling, and real-world IoT deploy-
ment for continuous cyber threat monitoring and response.
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